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Abstract
This document provides a non-normative technical design overview and implementation guideline for the UC Identity Management User Provisioning Middleware. 
Status of This Document
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[bookmark: _Toc171485586]Introduction
This document describes an UCTrust-based middleware infrastructure that enables on-demand user provisioning among the University of California’s inter-campus applications This infrastructure represents an extension to the existing Shibboleth-based UCTrust infrastructure. It complements Shibboleth’s front-channel, synchronous user data provisioning capabilities with a back-channel, asynchronous and/or batch user data change notification and replication mechanism. 
For the purposes of this document, user provisioning is defined to be the processes, both human and automated, that authorize (and de-authorize) people to use application systems, when those processes occur at times other than the start of an online session. This is distinguished from application systems that use a "pure" single sign-on infrastructure (e.g., Shibboleth), authorizing anyone with a defined set of attributes that are provided at the start of a session.
The infrastructure described in this document supports the delivery of identity information from campus Identity and Access Management (IAM) systems to application systems. It does not account for the entire set of provisioning processes. 
[bookmark: _Toc171484109][bookmark: _Toc171485587]Background
The UC IDM User Provisioning Middleware is build upon the following standards:
· SAML V2.0 [SAML2Core]
· SAML V2.0 Change Notify Protocol V1.0 [SSTC-SAML2-Notify-Protocol-V1.0]
[bookmark: _Toc171484110][bookmark: _Toc171485588]Assumptions
The middleware described in this document leverages existing UCTrust agreements, policies, processes, and technology. The document assumes the reader has detailed understanding of UCTrust technologies, policies, and operating principles.
The existing UCTrust agreements, policies, processes, and technology should be leveraged as much as possible. 
This design assumes that the offices currently operating the identity management implementation within each UC campus will implement the Identity Provider Provisioning Service components. Furthermore, it assumes that the same organization operates the campus’s Shibboleth Identity Provider. 
This framework provides a common mechanism for application systems to obtain identity information from each campus’ identity management system. Merging the results from multiple campuses, however, is left to the application.
[bookmark: _Toc171484111][bookmark: _Toc171485589]Outline
Section 2 of this document describes the components comprising the UC IDM User Provisioning Middleware. 
Section 3 introduces the message flows between components of the User Provisioning Middleware.
Section 4 provides key implementation guidance to the technical implementation team tasked to develop the UC IDM Provisioning Middleware.


[bookmark: _Toc171484112][bookmark: _Toc171485590]IDM Provisioning Middleware Components
A conforming UC IDM Provisioning Middleware implementation includes at least one Identity Provider Provisioning Agent and one Relying Party Provisioning Agent. These components interact with existing identity management components to replicate changes to a subject’s identity information.
[image: ]
Figure 1: IDM Provisioning Middleware Components
[bookmark: _Toc171484113][bookmark: _Toc171485591]External Components
The following identity management components interact the provisioning components described in this document. They are not within the scope of this design.
In addition, the SAML2 Glossary defines additional identity management related terms used throughout this document. [SAML2Gloss]
[bookmark: _Toc171484114][bookmark: _Toc171485592]Identity Provider
An Identity Provider creates, maintains, and manages identity information for principals and provides principal authentication to service providers within a federation. 
Within this document, an Identity Provider (IdP) refers to the entire set of technical mechanisms an organization operates to manage identity information and to perform principle authentication. This includes, but is not limited to, the organization’s Shibboleth Identity Provider.
[bookmark: _Toc171484115][bookmark: _Toc171485593]Identity Registry
An Identity Registry stores identity information within an IdP. It is typically the organization’s enterprise directory. Although the Identity Registry may also describe any number of programmatic interfaces an external entity uses to manipulate identity information.
[bookmark: _Toc171484116][bookmark: _Toc171485594]Service Provider
A Service Provider provides services to principals or other system entities.
In this document, a Service Provider (SP) describes the Target Resource providing the service as well as the Shibboleth Service Provider components the Target Resource relies on to perform federated single sign-on.
[bookmark: _Toc171484117][bookmark: _Toc171485595]Target Resource (or Application)
A Target Resource is the application providing services to principles within the federation. A Target Resource is likely a federated web application.
[bookmark: _Toc171484118][bookmark: _Toc171485596]Identity Provider Provisioning Agent
An Identity Provider Provisioning Agent captures identity subject change events, notifies the relying party of change events, and responds to queries to retrieve identity subject data updates. Figure 2 illustrates the components within the Identity Provider Provisioning Agent (IdPPA). These sub-components are discussed in the following sub-sections.
[image: ]
[bookmark: _Ref171472843][bookmark: _Ref171472831]Figure 2: Identity Provider Provisioning Agent Components
[bookmark: _Toc171484119][bookmark: _Toc171485597]Change Notify Issuer
The Change Notify Issuer implements the SAML 2 Change Notify Protocol. It is the IdPPA’s data change detection and signaling mechanism. The Change Notify Issuer (CNI):
· Captures identity subject data changes from the Identity Registry;
· Manages pending change transactions for each registered SP Provisioning Agent;
· Composes and sends SAML Change Notify requests to registered SP Provisioning Agents; 
· Process change notify responses from SP Provisioning Agents;
[bookmark: _Toc171484120][bookmark: _Toc171485598]Identity Registry Adapter
The Identity Registry Adapter provides the necessary data connection and conversion processing between IdPPA and the Identity Registry. Because Identity Registries across UC differ in their design and implementation, each UC campus will likely have a different Identity Registry Adapter implementation. The Identity Registry Adapter:
· Provides the CNI with an interface to detect, query, and retrieve identity subject change events from an Identity Registry;
· Converts identity subject data from Identity Registry-specific data formats to a normalized format; 
[bookmark: _Toc171484121][bookmark: _Toc171485599]Attribute Authority
The Attribute Authority processes SAML attribute requests; that is, it issues SAML attribute assertions. The Attribute Authority (AA) authenticates and authorizes any requests it receives via the Target Access Control Service.
In implementation, the AA could be a minor variation of the Shibboleth Attribute Authority.
[bookmark: _Toc171484122][bookmark: _Toc171485600]Service Provider Registration Service
The Service Provider Registration Service provides location discovery, authentication and authorization service to the CNA and the AA. The Service Provider Registration Service (SPRS):
· Accesses the Identity Provider’s Shibboleth metadata and attribute filter policy to determine SP access;
· Manages the Service Provider’s provisioning metadata;
[bookmark: _Toc171484123][bookmark: _Toc171485601]Change Data Cache
The Change Data Cache stores all queued identity subject change events. 
[bookmark: _Toc171484124][bookmark: _Toc171485602]IdPPA Administration Service
The IdPPA Administration Service provides programmatic and end user facing interfaces to monitor, configure, and administer the IdPPA. The IdPPA Administration Service’s  key interfaces include:
· Change queue monitor;
· Relying Party registration and access management;
· System startup and runtime settings;
· Change notification scheduling;
· Error and transaction log viewer;
· Identity Registry adaptor configuration;
[bookmark: _Toc171484125][bookmark: _Toc171485603]Service Provider Provisioning Agent
A Service Provider Provisioning Agent listens for identity subject change notifications from registered IdPPA’s, queues the change events, queries the appropriate IdPPA to retrieve the identity subject data changes, and updates the Target Resource. Figure 3 illustrates the components within the Service Provider Provisioning Agent (SPPA). These components are discussed in the following sub-sections.
[image: ]
[bookmark: _Ref171472901]Figure 3: Service Provider Provisioning Agent Components
[bookmark: _Toc171484126][bookmark: _Toc171485604]Change Notify Receiver 
The Change Notify Issuer implements the SAML 2 Change Notify Protocol. It is the SPPA’s data change receiving and response mechanism. The Change Notify Receiver (CNR):
· Listens for identity subject data changes from registered IdP Provisioning Agents;
· Acknowledge the receipt of identity subject change requests; 
· Optionally queues the change request for batched processing;
· Signals the Attribute Requester to submit SAML attribute requests to update changed subject data; 
[bookmark: _Toc171484127][bookmark: _Toc171485605]Target Resource Adapter
The Target Resource Adapter connects to the Target Resource and pushes change data from SPPA to the Target Resource. The Target Resource Adapter:
· Converts identity subject data from the normalized format to Target Resource-specific format;
· Updates the Target Resource;
Because each Target Resource differs in its design and implementation, there will likely be multiple Target Resource Adapter implementations. 
[bookmark: _Toc171484128][bookmark: _Toc171485606]Attribute Requester
The Attribute Requester composes SAML attribute requests; that is, it issues SAML attribute requests. The Attribute Requester (AR) also processes the returning SAML attribute responses and queues the responses in SPPA for update to the Target Resource.
[bookmark: _Toc171484129][bookmark: _Toc171485607]IdPPA Registration Service
The IdPPA Registration Service provides location discovery, authentication and authorization service to the CNL and the AR. The IdPPA Registration Service:
· Accesses the Service Provider’s Shibboleth metadata to determine IdP endpoint configurations;
· Manages the IdP’s provisioning configurations in addition to it’s Shibboleth configuration;
[bookmark: _Toc171484130][bookmark: _Toc171485608]SPPA Administration Service
The SPPA Administration Service provides programmatic and end user facing interfaces to monitor, configure, and administer the SPPA. The SPPA Administration Service’s key interfaces include:
· Change queue monitor;
· Identity Provider registration and access management;
· System startup and runtime settings;
· Attribute update scheduling;
· Error and transaction log viewer;
· Resource Adaptor configuration;
[bookmark: _Toc171484131][bookmark: _Toc171485609]Change Data Cache
The Change Data Cache stores all queued identity subject change events. 


[bookmark: _Toc171484132][bookmark: _Toc171485610]Component Interactions
[bookmark: _Toc171484133][bookmark: _Toc171485611]IdP Provisioning Agent to Identity Registry Interaction
{TBD}
[bookmark: _Toc171484134][bookmark: _Toc171485612]RP Provisioning Agent to Target Resource Interaction
{TBD}

[bookmark: _Toc171484135][bookmark: _Toc171485613]IdP Provisioning Agent to RP Provisioning Agent Interaction
[bookmark: _Toc171484136][bookmark: _Toc171485614]Snapshot Update
{textual explanation TBD}
[image: ]
Figure 4: Snapshot Update Sequence
[bookmark: _Toc171484137][bookmark: _Toc171485615]Subscription Update
{textual explanation TBD}
[image: ]
Figure 5: Subscription Update Sequence
[bookmark: _Toc171484138][bookmark: _Toc171485616]Batched Change Update
{textual explanation TBD}
[image: ]
Figure 6: Batched Change(Change Log) Update Sequence


[bookmark: _Toc171484139][bookmark: _Toc171485617]Implementation Guideline
[bookmark: _Toc171484140][bookmark: _Toc171485618]Implementation Technology
[bookmark: _Toc171484141][bookmark: _Toc171485619] The UC IDM User Provisioning Middleware Should Be Implemented in Java.
The UC IDM User Provisioning Middleware is designed to work with SAML 2 compliant Identity Providers and Service Providers. Within UC, Shibboleth is the standard federated SAML SSO implementation. 
The implementers of this document’s design should leverage the same Java implemented Shibboleth/SAML code whenever appropriate. 
Furthermore, a Java-written solution is easier to deploy across multiple operating systems.
[bookmark: _Toc171484142][bookmark: _Toc171485620] Identity Provider Provisioning Agent
[bookmark: _Toc171484143][bookmark: _Toc171485621]Design Directives
[bookmark: _Toc171484144]The Identity Provider operators are members of the development team.
{insert explanation here}
[bookmark: _Toc171484145]The IdP Provisioning Agent extends an organization’s existing Identity Provider implementation. It does not replace it.
{insert explanation here}
[bookmark: _Toc171484146]The IdP Provisioning Agent SHOULD NOT consolidate identity information from multiple sources.
The Identity Provider SHOULD consolidate identity information in the Identity Registry prior to interfacing with the IdP Provisioning Agent, i.e., managing multiple identity data sources is beyoung the scope of this implementation.
[bookmark: _Toc171484147]The IdP Provisioning Agent SHOULD be able to run on separate machines from the Identity Provider.
{insert explanation here}
[bookmark: _Toc171484148]The IdP Provisioning Agent MUST be able to run in a high availability configuration.
{insert explanation here}
[bookmark: _Toc171484149]The IdP Provisioning Agent SHOULD use the IdP’s Shibboleth metadata and attribute filter policy to manage a Service Provider’s access to subject identity data.
{insert explanation here}
[bookmark: _Toc171484150]Expect to track multiple SP’s
{insert explanation here}
[bookmark: _Toc171484151][bookmark: _Toc171485622]Interacting with the Identity Provider
{TBD}
[bookmark: _Toc171484152][bookmark: _Toc171485623]Interacting with the SP Provisioning Agent
{TBD}
[bookmark: _Toc171484153][bookmark: _Toc171485624]Notes
{TBD}
[bookmark: _Toc171484154][bookmark: _Toc171485625]Service Provider Provisioning Agent 
[bookmark: _Toc171484155][bookmark: _Toc171485626]Design Directives
[bookmark: _Toc171484156]Service Provider operators are product consumers (end users).
{insert explanation here}
[bookmark: _Toc171484157]Minimize SP’s need to develop custom integration code. 
{insert explanation here}
[bookmark: _Toc171484158]Design for hassle-free installation and operation.
{insert explanation here}
[bookmark: _Toc171484159]Expect to track/manage multiple IdP’s
{insert explanation here}
[bookmark: _Toc171484160][bookmark: _Toc171485627]Interacting with the Target Resource
{TBD}
[bookmark: _Toc171484161][bookmark: _Toc171485628]Interacting with the IDP Provisioning Agent
{TBD}
[bookmark: _Toc171484162][bookmark: _Toc171485629]Notes
{TBD}
[bookmark: _Toc171484163]
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